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Download and Install IDEAL Mobile App / FT&Eiili %% IDEAL FH#ERARE

Before you can use IDEAL Digital Token, you need to download and install IDEAL Mobile App from iOS App Store or
Google Play Store depending on your device.

IDEAL iOS App Store Google Play Store IDEAL

Follow below steps to install IDEAL Mobile App to your device:
IDEAL

1. Search for keyword “DBS IDEAL Mobile” at iOS App Store or Google play Store
#£iOS App StoreZGoogle Play Stored# ZEA#25 “DBS IDEAL Mobile”

Note: The look and feel of different Android devices may vary

Android
.‘ Download on the GET IT ON
p 7 Ve >
App Store P> Google play
No Service & 6:29 PM - iED
. dbs ideal mobile o " BIDBS IDEAL"
DBS IDEAL Mobile FGET
IDEAL DBS Bank Ltd.
T moBsIDEAL” | < oo

DBS IDEAL Mobile

. DO Motk gk
— DBS Bank Ltd
' 59832573 &
C
[T ome | H E £ mumE
IENEEREE B A R WIEARITARSS -
DBS mBanking Hong Kong MRES
X DBS Bank (Hong Kong) Limited GET
*HR T (B)
HIDBS IDEAL™ = BDESIDEAL” B D8 IDEAL
gain) X 0 e - 4 mETm

o Ha

2. Download and install DBS IDEAL Mobile Application
THEHIEZKXDBS IDEALFHERER
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3. Open IDEAL Mobile App and configure “DBS IDEAL” notification settings / Permission setup
FTRIDEALFHERAERXILAE “DBS IDEAL” {EiXEMRE / #REK

i0S

"DBS IDEAL" Would Like to

Send You Notifications TDBS IDEAL) E@iXiEm

SEATEIERT « BEREGRE - R

Notifications may include alerts,
sounds and icon badges. These can be
configured in Settings.

PRI TR EATARE -

Foeat RFF

Don’t Allow Allow

Tap on Don’t Allow or ReEF FeFF DBS
Allow DBS IDEAL to IDEAL
send you notifications

Android

OO FR4d95%N1957

$ RIS ¥ . 95% W 10:08

Apps that can draw over other apps

| ey (NDBESIDEAE

Permit drawing over other apps @

Thiz permission allows an app ta eisplay an tap of other ps
i ur us intert

HEPREER
IDEAL SRENZRIHE B EBEBR

¥ 5e of th L
ather apglications, a change what you tink you are seeirg in
ather apalications

Permission Required

HIRUIES0ET o

T 1B > FEFLIRE - RS
ULAIPR o MARTREN - SRR B
WHERREH I o

IDEAL Mabile needs ‘Draw cver other
2pps’ permission in order towork
correctly.

Please grant this permiss:on from
Setlings > Apps menu If you need more
detalls, please tap More ot call 0BS
BusinessCare.

Rt e

MORE

Tap OK and enable “Draw over other apps”
permission to work correctly
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4. Swipe to learn about DBS IDEAL Mobile App via Introduction Page
BBENEEERMUTHBDBS IDEALFHERREN

@ App Store = 6:31PM L - @ App Store = 6:31PM - B App Store F 6:31PM i i
Ao ===]
s —
Welcome to
DBS IDEAL™"
S [l < X A
Mobile &
EASIER LOG IN WITH DIGITAL
Enjoy the convenience of TOKEN MONITOR YOUR CHEQUE
i STATUS
bankmg on the go. You can now log in without physical token.
Generate OTP right on your smartphone, and Monitor the status of your outgoing cheques to
enjoy the convenience and security of stay on top of your outstanding payments.
fingerprint authentication for transaction
approvals.
Swipe to learn about DBS IDEAL™ Mobile
sssea asene sssss
@ App Store = 6:31PM - @ App Store F 6:31PM 13
7
QUICK PAYMENTS ANYTIME, VIEW MORE
ANYWHERE BANKING INFORMATION
Make payments quickly and approve them Check your account details, incoming funds, .
Fixed Deposit and Loan details to better manage | m— Tap on Start to |Og|n

promptly anytime, anywhere.

IDEAL

your cash flow.
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B0ME A
BIDBS IDEAL™
T ENTE B

ENMGEPEZ HEIRENRT
ARFS

AEGBENLAT BRER IDEAL™ Mobile it
Fokid)

ERYISREISES  EAEES

R - WRIRAEETEER T—R
EREE - BABERERNEER
RURIBHEN » W rIEBIMHHAINEE
ERBFEANRERENRFHIRIEMER

EiEXERE
BIRXFMIE » BIET REIRIIR
EE-

_r

[EEANENYIES
FERSREMIARIR R TR K IR AT TR
R5

EEBZIEMER
REBHFPOER  FARE  EHEF
RREREN  BEREERCNRE

e

FRYa{ER

BAYA{E R IDEAL
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Provision IDEAL Digital Token to new IDEAL User / B &) IDEAL SR IBEREZMAE

IDEAL

IDEAL

If you are a new IDEAL User, you can directly login to IDEAL via IDEAL Mobile App to activate your User ID.

IDEAL ID

/ IDEAL

No Service & 6:32PM - 18:06 @ 67%
™ ™
£2DBS IDEAL 2 DBS IDEAL
Thank you for choosing B TER
DBS IDEAL . EE IDEAL
We're the first bank in Asia to have a full- e =
fledged digital token. You don't need the ﬁgfﬁgzgzikgmgggﬁgz
cumbersome physical security device Ao """“ﬁﬁm BiR
anymore! i
First time using IDEAL EDR{EF IDEAL
Already an existing IDEAL user E£ IDEAL BE

No Service 6:32PM -

E3DBS IDEAL™

Welcome to DBS IDEAL!
To get started, we'll need to do the following:

1. Verify your identity

2. Set login PIN

3. Register this phone/device
4. Secure your digital token

BSME = 18:07

B DBS IDEAL™

BUDERERE IDEAL!
BRATERAT - BABERTIATRR:

1. BEM TS H

2. BREBNEE

3. EEMLEFH / FARTEAS
4. RETOBESRISH

Fada{ER

Follow the First Time Login process until finished then follow below steps to provision/register IDEAL Digital Token:

1. Arrive IDEAL Mobile Welcome Page and Get Started / EI3ZIDEAL FHEREXENE LA ER

Tap on First time using IDEAL

BEXfER IDEAL

Tap on Get Started

FafER
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2. Login to IDEAL Mobile App using your IDEAL login credentials (Details are provided in your IDEAL Welcome

Pack) / fERIDEALEANRIZEAIDEALFHERARER (IDEALAME PR THAZR )

No Service ¥

£3DBS IDEAL™

Verify your identity

The above details can be found in your DBS
IDEAL Welcome Pack

6:34 PM oo-

FESIME£ T 16:31

B DBS IDEAL™

BREMTHNEH

*

M EERPTER TH2/R IDEALTM 3.0 30578
RHE

Input Organization ID, User ID and One Time
= Registration Code

R[5
WM £ = 18:07
B3 DBS IDEAL™ £ DBS IDEAL™
Verify your identity REMTHNSH
HKGTSA HKGTSA
BONNIELAI ORANGELEE

The above details can be found in your DBS
IDEAL Welcome Pack

1 2 3
4 5 6
7 8 9
LOGIN 0 &

eeecee

M EENE R 2R IDEATM 3.0 0575

A%E

3R[E]
1 2 3
4 5 6
7 8 9
EA 0 &

s 1AP ON LOQIN

EA
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3. After successful login, you will be prompted to verify your identity by receiving Email OTP and SMS OTP.

Note: The OTP will only be valid for 100 seconds

AR —REAEBER 100 WREBEN

Email OTP /| EF—XER 221

No Service ¥ 6:35 PM | -

< Verify your identity

@ =ior @ s o

Enter the 6 digit OTP starting with <aUk2-> sent
to b***x*x*i@d*s com

Resend QTP

746 117

! 2 4
4 2 S,
a 8 b

0 a

@ 9 67% . )

< EREE TSR

deal Registration
DBS IDEAL Request OTP

Bonnie Po Shan LAI 1

Dear BONNIELAI
Welcome to DBS IDEAL™!
Use this One Time Password(OTPo proceed.

= This One Time Password will be vAte=fer=ree=sererlds until: 2018-01-02 18:36 (GMT+8:00)
You can now log on to IDEAL at https://ideal.dbs.com to complete the self-registration of your
security device. Please ensure that you have your security device during the self-registration
process.
Should you have any queries regarding IDEAL, please do not hesitate to contact your in-country
BusinessCare.
Sincerely,

TH (R
PR (2]

#AIM <ODhD-> BHARY 6 i T—REHE
i) - ZBBCEAE b*******i@d*s.com

5% (—REABH

821051

i i =
& 2 B
A S s

0 <X

Global Transaction Services
DBS Bank Ltd

Fri 12/14/2018 6:07 PM
deal Registration
DBS IDEAL Request OTP

To  Bonnie Po Shan LA

=17 ORANGELEE

EHIEMERIDEAL™!
HEEEMREEES100% 52010 12-19 16:09%E] - ;

REBTIEZA IDEAL #E https://ideal.dbs.com FiF=ERE - ECEEERESECRBTHREEER -
WHETIEE IDEAL £ T EHNEN EREERCE—8E -
IRiREE

BREREERE
ERMAT

OTP sent via Email /

Enter the OTP sent to your registered email address with the bank and
tap on Submit

Note: You are required to submit IDEAL Maintenance form to change
the registered email address

IDEAL
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SMS OTP /| FHIEH—RERER

No Service & 6:36 PM o -
Verify your identity <DBS IDEAL=
Use this OTP: bDR5-360231 to proceed. This
O oor @ evsor OTP will be valid for 100 seconds.
Enter the 6 digit OTP starting with <bDR5-> sent
10 XXX--XXXX9314
Resend OTP . +852649679010208
[\ <DBSIDEAL>
360 231 Y EFEAl T—REEE
B&, : SE1U-248038 -

T — I RTEE A 3 4100
—— *l}%ﬁ e n 1807

1 2 3
ABC DEF
4 5 6
GHI JKL MNO
7 8 9
PQRS TUV WXYZ
0 &
ASIM £ = 18:07 © v 67% -
< ERER TS
@

HWAL <SE1U-> BIEH) 6 {7 T—RUBE
B HEBBEIAE XXX--XXXX7244

3% I—REAEHE

248 038
s25 OTP sent via SMS / FHail—REAEE
Enter the OTP sent via SMS to your registered mobile number with the bank

1 2 3 and tap on Submit

: T .
4 5 6 "%
7 8 9

0 al Note: You are required to submit IDEAL Maintenance form to change the

registered number
IDEAL
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4. Setting up your IDEAL Login PIN / 2EIDEALE AR

@ v 97% @

Set login PIN

HSIM £ = 18:07 @ 7 67% -

REBAE

Welcome BONNIE LAI

Your PIN cannot contain running numbers
(e.g. 345678)

Your PIN also cannot contain 3 consecutive
identical digits (e.g. 8299322)

Your PIN needs to be between 6 to 9 digits

Confirm your login PIN

No Service = 6:39 PM + -

Set login PIN

#i0 ORANGE LEE

BABEA AT EREMART (F20 345678)
BARBAoIEGHER 3 EHERF
(f5)40 8299922)

SNBSS 6 E 9 ARFEN

HEREABS

BWSIM £ =

REBAEBS

Login PIN has been confirmed and
set

O

You may use the PIN to login to IDEAL

BEMRINREEARS -

©

T RIERAEABIEA IDEAL

Input your Login PIN and tap
s 0N Confirm your login PIN.

WA ERATE - RER
BREBEARE -

== Tap on Continue

10
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No Service & 6:39 PM o -
Register this device LR
Login PIN has been confirmed and EERINREEAES -

set

You may use the PIN to login to IDEAL

We are linking your digital token to this

©

B TFIREIERE A BN IDEAL

device AREEASBISIRESES FETILBRER
- ]
Checking Device. h
No Service & 6:39 PM 4 -

Register this device sEEEEE
Device successfully registered! SsER!

This device now serves as HERIBEMS

your digital token Eog:= 37

for accessing your IDEAL account.

« If you lose or change your device, install the
DBS IDEAL app on your new device and
register it to transfer digital token.

» Digital token works even if you change your
SIM card (eg. while travelling)

e Digital token works on only one device at a
time.

* No more hassle of carrying around physical

Continue

T ERFRER IDEAL 48 HIBBARRTS -

o BIRAN BT - BEFRFHERE
DBS IDEAL BB ATER, - EIMEMAYIBE
BESEISHIIIFH L

 EMEEERSIMF (BIAN S ARISIMET) BRESHRES
BRI RER

» YESHEH5E3 RAERASE—EDFHE LB

 FRRABMS WS RIEBIEH

5. Linking device as IDEAL Digital Token / #&&& 5 ##1Z B IDEAL BIIS RIS 23

Linking Device as IDEAL Digital Token

IDEAL

Successfully Provisioned/Registered and
m—— 13p ON Continue

/ Mg

11
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6. After successfully provisioned/registered your device as IDEAL Digital Token, you need to setup PIN Lock.
RIS R EEC B/ M AIDEALEIIRRISERE - CREREERABHHETE -

No Service = 6:39 PM b - M:15 4 o T -

Secure your digital token
Secure your digital token

Use a PIN lock to secure your digital

token Use a PIN lock to secure your
oo digital token
8§8 Use Pin Lock
% Use Pin Lock
Simplify your login by using your
fingerprint everytime the digital token is Simplify your login by using your Face
used everytime the digital token is used

Use Touch ID () :-y: Use Face ID C -

The PIN lock will be used when Touch ID The PIN lock will be used when Face ID
encounters a problem encounters a problem

Enable this button if you want to use Touch
. - ID (i0S/Android) or Face ID (i0S) and Tap

on Continue

Touch ID iOS / Android
13:567 5T - Face ID i0OS HEiE

RIS RS

RETEOBSRIBER

K BT R E G R
EREIHHERRETOBSEI523 -
88 mmmiE

% ERBERE
ERETAREENSY | M B AR

= o L7% 41 Bt S, aFe -
{ERIREURERERN S - MEEABR :.'.: —— D

BIEESE ARAE A ID(Face ID) EIAER
IEERFEM

1 sanas touch ) @)

RISLAE R RIS HHMINEE (Touch ID)
BIRESEERER

12
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7. Setting up your IDEAL Digital Token PIN Lock / 52 BIDEAL EiS4miH 23 ZiHiHE

No Service & 6:40 PM o - weseecsl. 4G 12:35 PM @ 85% W No Service & 6:40 PM 4 - weeee csl. 4G 12:35 PM @ 85%
< Secure your digital token < Secure your digital token < Secure your digital token < Secure your digital token
Enter PIN to secure your Digital Token PIN accepted

Enter PIN to secure your Digital Token Enter PIN again to confirm PIN accepted
o000 000 000 000 PIN matched
ea0e o8O e0oe oo

000
OIOI0IO
OGO

HOIOIO
OI0I0IO

HOIOIO

Enter 6-digits PIN Lock, tap on Continue then enter again to confirm

18:08

< R BIBRIDER < R BISRIZAS < R RS RIS 2R < RGBS RIS
BABBRRECHBSEES WABBRRECHNESBES R BBER
BERWARS BIBER

000 00O 0 e o000 OO0 00O o0 0® o000

OI0IO

Q000
OO0,

b4 AR k]

13
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8. Receive confirmation on PIN lock setup / EU Z B H R BB

13:67 7 L

9
]

Mo Service F B40 FM - M5+ wil T -

REDEWIR ARG

R IER BB RS 23

Secure your digital token secure your digital token

Digital token successfully secured
BRI RE SIS fRlEeS

@ BRI RS @
Digital token successfully secured @

36 BiSREISE EXFRE - WE AT

ey SIE4RIER BERRE - AR

Your digital token is now secure and
1a{EA!

ready to be used!

Your digital token is now secure and Ya{E !
ready to be used!
v EREEmEE
v You have set a PIN lock v BLAH BS ID(Face ID)
+ You have enabled Teuch ID v LEmMEEE
v You have set a PIN lock Vv GEREBIBHEE
+ You have enabled Face ID v {GE EEEEBINAE (Touch ID) SAIIERIE AN IDEAL # ET2ETHEEE

r—
Continue it

PIN Lock successfully setup and tap on Continue / Done

#arE/5Tm

*After securing digital token successfully, a confirmation email & SMS will be sent to user’s registered email account &
mobile number

9. You will be prompted with Intuitive Guide and landing on Dashboard page
AFEBIERAEEERERELENEERE

18:08 @ 9 67% -

omve%%op%fﬂ ' ERAMRARP

T4TYS
yHEw I oitules

VIEW SW £

ST SRARER

0F
youk %MENT

Take a look on the coach marks for guidance and
e Tap on Got it

THE

14
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Authenticating Device

Validating access...

o Sarvien F B0 PR

= £ DBS IDEAL™
Lant Login:

21 Approvals Pending

Cheque 5tatus Search

Make Single Funds Transfer

-

Accounts  Cheques  Payments  Fised Dopesits Lo >

781 = HED
Awailable
781 - HED
Avallable
7880 -HED
Awailable
7880 -HKD
Awailable
4900 - CNY
Awailable
7BES = CHNY
Awailable

149.43

73.62

39.46

6.00

2.1

4.26

£ DBS IDEAL™

BEBA: BEAR, 14512820184, 18:08

IDEAL 3.0
8 {51l
BB XTRE
R

B0 XR (R EER
7811 - HKD
AR
7811 - HKD
AR
7880 - HKD
AR
7880 - HKD
Gl
8317 -HKD
AR
8317 -HKD

313.15

76.71

58.16

0.22

System will authenticate device

Arrive Dashboard page with 2FA
completed (all account details will be
displayed without masking)

15
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10. You have successfully provisioned/registered IDEAL Digital Token to your device and you can immediately
use your IDEAL Digital Token for Login authentication or Approving transactions (depending on your user

role)

REMINRERERBEE/FIM IDEAL BiS4RISE: - WINT LIIENER IDEAL BSmIS=ETEARENRERS

( BURR SRR PRRRE )

No Service & 10:19 AM o

= About

HSIMF = 18:08

= )

@ 9 67% -

Digital token is registered on this device

Change Token PIN

E RIS B RIS 23 WS T B

BUBIER RS

Touch D D

BALHEINEE (Touch ID)

App Version 2.8
V-Tap Version 40.1.9
Firmware Version 4.0.1.9
Token Serial QL7E34E6ESL
Phone Maodel iPhone 6
0S Version 10.3.3

Troubleshooting ID 74DAEECFABI15F15E1EG3E
FE211C77CE331030A73

Submit Troubleshooting Logs

7E:S

V-Tap hAs

Firmware 7
REBIEHEE S B
Phone A&

0S hRA

HMEBMEEE 1184607ACE

PER B PRACERE

device

1705+ «ull LTE

= About

Digital token is registered on this device

Change Token PIN

Face ID (/‘

App Version
V-Tap Mersion
Firrmware Version
Token Serial
Phane Model

05 Version

Troubleshooting ID 5329390A36EAA42DET2E

Submit Troubleshooting Logs

19:36

BABS

IDEAL

ERIIS SIS RISREGTILEE

BURIRR T

%A IDIHEE(Face ID)

WA
V-Tap hRAs

Firmware i

RGBSR R RL3C

Phone &5

0S kg~

HFE4IR 5329300A36EAL

RIS E

IDEAL Digital Token is registered to this

16
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Provision IDEAL Digital Token to existing IDEAL User / E{1& IDEAL ${iE4RIERZ=IREHE

If you are an existing IDEAL User and you already have IDEAL Mobile Application on your device, follow below steps to
provision/register IDEAL Digital Token to your IDEAL Mobile Application:
IDEAL IDEAL IDEAL /

IDEAL
1. Login to IDEAL Mobile App using your existing IDEAL login credentials
EAEIRANDEALEARBEAIDEALFHERER

e

No Service ¥ 10:18 AM L. seeee SMC HK LTE 1m:23 [CRER 1 B
£3DBS IDEAL™
B3 DBS IDEAL™
HKGTSA
BONNRELA! rera Login using your existing
cesese TONY Organization ID, User ID and
Login PIN and Tap on Login

LITTITY

> NEED HELP?

> First time using IDEAL
%
> BERE? EA
Enjoy an additional fayer of protection using Apple’s face
10 featiee. You can now (e hoth facil and finnemant
If you are not able to use digital token on your iPhone, please
QWERTYU I OFP 1 2 3
= = e e ABC DEF
A|SID|F|GJH]J|K]|L 4 5 6
GHI JKL MNO
4 Z X CVBNM 7 8
- - — ) — PQRS TUvV wWXYZ
0 )

Bl -
2. After successful login, you will be prompted with several guiding screens to register IDEAL Digital Token

BINEAE - 2GRN ERES | MG MIDEAL B B4R iS5as

4:08 PM @ -

E3DBS IDEAL™

4:08 PM @ f - No Service &

B3 DBS IDEAL™

4:08 PM @ - No Service &

E3DBS IDEAL™

4:08 PM @ f - No Service &

B3 DBS IDEAL™

No Service =

You are now eligible to get our You are now eligible to get our
IDEAL Digital Token IDEAL Digital Token

Y

.

You are now eligible to get our

You are now eligible to get our
IDEAL Digital Token

IDEAL Digital Token

Secure and protected without any additional

One digital token for all your DBS IDEAL Convenient to transfer digital token to One time process.
tokens. No need to carry physical tokens another device in case you lose or buy a new Sl e ST R (D U inconvenience
around. device
coas ssee sses sess

Activate digital token on your device

Activate digital token an your device Activate digital token on your device Activate digital token on your device
Register Later Register Now Register Later Register Now Register Later Register Now Register Later Register Now
FAQs FAQs FAQs

FAQs
1

Tap on Register Now to provision/register IDEA Digital Token or tap on
Register Later to skip the process and go to IDEAL Mobile Application
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sssee ST HK LTE 15:33 ERE TN sssssSMC HK LTE 16:33 @7 f sese0SMC HK LTE 16:33 @7 erim) sawesSME HK LTE 15:33 @7 Gl
&3 DBS IDEAL™ £ DBS IDEAL™ £ DBS IDEAL™ B DBS IDEAL™
{RIRTERT LATEFR AT RO BIRTER] LA A AATHY IRTER] A RAATHY HIRFERTLAMERALTH
ERARISRTES {EFRE RIS AE {EREIGARISEE ERBERTES

| :
HIBIRIEE 2 EE IDEAL BN A2 BEE whE AARE—R - BIEEENERTY - TEENBERESEER
THEE - DAEHBIREYR RIS = [EESSTEN HHEM L
sses csee cses ssse

FERITEMEH R /R ST EISRESET REBNTE R4S 7 s B I BS RIS REENTERFHE 7 s B o IS aTses FRRITE N F 1 /BN E A EERRTERS
it e TIEDEERR THigEm vailIEedii] THia M TIEDGER it TIEDEEfR
FEETIEER HERE FEETIER ERE FTEETILER ERME FEETIER HRRE
1 ,
5 A /4 A
I7BDEE R / IDEAL THiERT M
IDEAL

If the screen to register IDEAL Digital Token does not appear, or you decide to register IDEAL Digital Token
later, you can access the function from menu Setting > About, to register IDEAL Digital Token

MRRBENIMDEALEBHFRIERNES - HITAEHEBIMDEALEIS RIS - AT LI AIBREERE > BRI
BE - LIGEMIDEAL B RER TS 23

No Service & 6:41 PM k- .
- Tap on the Sandwich Menu () to
8 DBS IDEAL™ = SBDES IDEAL revF:aaI other functions *
Il. TOOLS & INSIGHTS Digital token h. TREST
DBS Business Class Change Toke B BREEEERE = 1BRHMINEE
HRBTIRN
@ GETHELP Touch ID DBS % ER 5
FAQs BE 78]
App Version 2 s 7811436
Features and Benefits V-Tap Version FREE s
7811436
Terms and Conditions Firmware Ver INBER TR TRESR
Security Tips Token Serial &SR8 7880747
[— Rl
@ Ssettings Fizralizd RRIET 7880748
Set Default Company Oaeron ® w13 FIREER
Customize Dashboard ctulesect BEENES ;:;;’00 Tap on About to access IDEAL Digital
Token registration and transfer menu
About BEAS 8317000
w v elicony r [ IDEAL
Logout [3 m e 8317000
B

18
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4. You can register new IDEAL Digital Token from this About menu page
RO IR B RN R B MR AYIDEAL BB 4R 15 23

weeoe csl. 4G 5:33PM @ 58% M I s _ . - '] . .
= About = mis Tap on Register digital token to start provision/registration
: process
Register digital token T o 2
- Note: The function will change depending on below conditions:
App Version 251 - You have not registered IDEAL Digital Token
V-Tap Version 40.1.0 VeTup ki - You have registered IDEAL Digital Token on different device
Firmware - IDEAL Digital Token registered in this device
Firmwvare Version 4.0.1.0
it 0 5 i SR
Token Serial 2WE2C66744 Phone B0
Phone Model iPhone 7 05 Wi Eiﬂ:ﬂgiﬁ:%ﬁﬁ%%g /
0S Version 10.1.1 HEARaR
Troubleshooting 1D B185727C0CAECFC0819F - IDEAL
203DCF24E02B782FDFEE
- IDEAL
- IDEAL

5. For existing IDEAL users, system will prompt you to register your device once you tap on Register Now

HIRIRAIDEALAF - MG EER BN HE IR R MR

No Service 4:37 PM @ - e e - —
< Register Device < 3]
?mryou, device using any one of the MEN FRA— A RIEGER Tap on the Arrow button to
following methods: trigger Email and SMS OTP

BARRLONER —XGEEHE)
OTP via both Email and SMS 5 T it

DTP\-‘-:‘HEE%E'HIIDEIDJI ) N ‘ ?r: o i Erﬁ.l
1. Email (b*******i@d*s.com)
2. Phone (OO(--XXXX9314)
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You will be prompted to verify your identity by receiving Email OTP and SMS OTP
BB EBRNEN —REREBNFHEN —REAEBRECSNSH

Email OTP /| EF—XER 1S

No Service & 4:39 PM @ -

< Register Device

@ o © 55

Enter the € digit OTP starting with <4KuwW->
sent to b******xj@d*s com

Resend QTP

312 2114 —_—

! 2 3
4 2 S,
L 8 D

0 @

SMS OTP /FHEM—REAER

< o B OTP sent via Email / BEH—RERAE
o $A &) Enter the OTP sent to your registered email address
with the bank and tap on Submit.
. rap—
Note: You are required to submit IDEAL
Maintenance form to change the registered email
address.
1 3 IDEAL
4 5 6
z 8 S,
0 @
deal Registration Bonnie Po Shan LA 1/12/2018
DBS IDEAL Soft Token Provision Request OTP “

Dear BONNIELAL
Welcome to DBS IDEAL™!
You are setting up a new digital token for your IDEAL account. Please contact us if it is not an

authorized transaction.

— Use this One Time Password(OTP): 4KuW-312214 b proceed.
This One Time Password will be valid foreee UPES until: 201801121643 (GMT+8:00)

Should you have any queries regarding IDEAL, please do not hesitate to contact your in-country

BusinessCare.
Sincerely,

Global Transaction Services
DBS Bank Ltd

No Service & 4:39 PM @ of - . o
< Register Device m <DBS IDEAL? N
You are setting up a new digital token for
@ iov @ o o mE @ your IDEAL account. Please contact us if it is
unauthorized. To proceed, use this code
I WAL <dt9L> DIIEY 6 (T [ — ARG MM, « IR Mb57-250244.
Enter the & digit OTP starting with <Mb57-> WERILE deseseesnesnan@des.com
sent to XXX-XXXX9314
- 3 T
Resend OTP
438 374 OTP sent via SMS / F# 55— RBARE
250 244 .
Enter the OTP sent via SMS to your registered mobile
number with the bank and tap on Submit
1 2
4 5 =%
7 8 Note: You are required to submit IDEAL Maintenance form
e ™ o e to change the registered number.
0 @

IDEAL

20



IDEAL Digital Token User Guide / IDEAL E{i5#Ri52E FEIE/E

7. Linking device as IDEAL Digital Token / #&&& E8#1Z B IDEAL BIS RIS 23

sssee o5l 4G 2:40PM @ 43% W
Register Device EEdiilliacy
We are linking your digital token to this BEERINREBEANEES -

device

Checking Device

No Service ¥ 4:39 PM @ f -

Register Device

Device successfully registered!

©

This device now serves as

your digital token
for accessing your IDEAL account.

« If you lose or change your device, install the
DBS IDEAL app on your new device and
register it to transfer digital token

* Digital token waorks even if you change your
SIM card (eg. while travelling)

« Digital token works on only one device at a
time.

* No mare hassle of carrying around physical
tokens.

Done

©

BTRAEREABIEA IDEAL »

AR BB RIS EETLREP

BER

i E

aEffFEm!

©

LRBREMS
HEBRISHE
RIZERUFRER IDEAL 48 IRAAARFS o

o BIBANTIULFH - BEFFHERE
DBS IDEAL it fEFRTER, - EAEM I HIZIE
BOBESEISHEEIRTFHE L

* EMEBEIRSIMF (FI205 5RISIMT) BES4EES
BEOYRIERER

» FEELRISEE RAERASIE— AR F 4 L3BIE

o R RABMS WHRREBIBH

Linking Device as IDEAL Digital Token
(Automatic Process)

IDEAL

Successfully Provisioned/ Registered and tap on Done

*After successful device reqistration, a confirmation email & SMS will be sent to user’s reqgistered email account &

mobile number
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8. After successfully provisioned/registered your device as IDEAL Digital Token, you need to setup PIN Lock.
| RINTE R ERC B /MR IDEAL RIS RtSE81E -

No Service ¥ 6:39 PM o -

Secure your digital token

116+ ol T -

Use a PIN lock to secure your digital
token

000
8§8 Use Pin Lock

Simplify your login by using your
fingerprint everytime the digital token is

Secure your digital token

Use a PIN lock to secure your
digital token

% Use PFin Lock

Simplify your login by using your Face
everytime the digital token is used

used
ﬁﬁﬁ Use Touch ID (>

The PIN lock will be used when Touch ID
encounters a prablem

roa ™
L Use Face ID (/

The PIN lock will be used when Face ID
encounters a problem

Continue

RRERBEEAEBHEE -

#|SIME T

RAEBHOBIS RIS

(RS AR M O S 4525
% ERmEE

{ERELCRRETNS ) - MEEABRE

2 sususmmge fouch 1) @O

RIS R ML HEINAE (Touch ID)
BAEREERER

13:667

)
!

{REEERI BB RS 2R

{E PRI RIRE GBS I 2R
Q00
8§8 RIS

EREEARREEN S - MEEABRE

Dl {8 @ DIEkFace ID) D

RSSO A E S ID(Face ID) FUEIER
AR ERFER

Enable this button if you want to use Touch ID (iOS/Android) or Face ID (iOS) and Tap on Continue.

Touch ID

iOS / Android Face ID

i0S

HEiE

9. Setting up your IDEAL Digital Token PIN Lock / 52 BIDEAL B{iE 4R iS5 28 1B HHE

No Service

<

6:40 PM

Secure your digital token

essss csl. 4G 12:35PM @ 85% W)

< Secure your digital token

No Service

<

6:40 PM 4 -

Secure your digital token

essss csl. 4G 12:35 PM

< Secure your digital token

@ 85% M

Enter PIN to secure your Digital Token

OO0 C0CO0

OI0I0

QOO0
HOIOIO

Continue

Enter PIN to secure your Digital Token

eo0oe® 00O

OO0
OlOI0O
HOIOIO

Continue

PIN accepted
Enter PIN again to confirm

O00C CO0OO0

OI0IO

Q0100
HOIOIO

Continue

PIN accepted
PIN matched

©0/0

ololole
0 (D

Continue

Enter 6-digits PIN Lock, tap on Continue then enter again to confirm
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S REBHBISRIBES < ﬁ%@%&ﬁﬁﬁ%r < R BEE RTE S < R B BIE RIS
WABBRRECOBIS RIS WABIERRE OB RIS BB BB
ZHSIERR BEREGABIS
000 00O eee o000 eee o000 0O 006
© a () a © a © a
L |
6 HeLE

10. Confirmation message on PIN lock setup / Zi5iHEERER

No Service & 6:40 PM -

Secure your digital token

Digital token successfully secured

O

Your digital token is now secure and
ready to be used!

+ You have set a PIN lock
+ You have enabled Touch ID

v/ You have completed user verification

You may proceed to login into IDEAL to
access your account.

Continue to IDEAL dashboard

N5+

Secure your digital token

il T -

Digital token successfully secured

©

Your digital token is now secure and
ready to be used!

+ ‘You have set a PIN lock
~ You have enabled Face ID

Done

13:57 ¥ T -
REBBIRARTES
REEIERBEBARISES
E R B ISR £
ERIRE BRI

1T #iihERIREE B EIME - AR
IHEA!

©

36 B4R BREURE - MWERTMAH
ta{EA!

v GEREEsEE
" B2 ES ID(Face ID)
v DREBEAERE

SEAJITENEA IDEAL HE HERRTRRTE

v BEREBBHE
v BERUE EHHHEINEE (Touch ID)

PIN Lock successfully setup and tap on Continue to IDEAL dashboard / Done

#amE/mm
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11. You will be prompted with Intuitive Guide with coach marks and arrive Dashboard page

RSN CEEERER

K
YIEW 'Y% e

OTHER €O

£ A8
et ol
N

o Sarvi

Lanst Login

co F

el o
yoaKA PAYMENT

B0 PM

B3 DBS IDEAL™

21 Approvals Pending

Cheque Status Search

Make Single Funds Transfer

Accounts

781

Avallable
7811

THEO
Available
7880
Available
4900
Available

7885

Available

HKD

- HKD

- HKD

- HKD

- CNY

- CNY

n

149.43

73.62

39.46

6.00

2.1

4.26

WENERRE

18:08 @ 9 67% -

0 LA PNR P

@ 7 67% )|

= R DBS IDEAL™ g

DBS-IDEAL CORP 1

WEEN: 2HA,14H1252018%, 18:08
IDEAL 3.0

8 TRFFIRA
REXFRE
IR

7811 - HKD
AR 313.15
7811 - HKD
R A 76.71
7880 - HKD
B 58.16
7880 - HKD
B 2.10
8317 HKD
AR 0.22

8317 HKD

Tap on Got it

TR

Arrive Dashboard page with 2FA
completed (all account details will be
displayed without masking)

24



IDEAL Digital Token User Guide / IDEAL E{i5#Ri52E FEIE/E

12. You have successfully provisioned/registered IDEAL Digital Token to your device and you can immediately
use your IDEAL Digital Token for Login authentication or Approving transactions (depending on your user
role)

REMINABEARBE E/FEMDEAL IS MRISES - MINTI IIEERIDEALBIBRISRETEAREBNFERS (I
RIRIEHIAPRTE )

No Service & 10:19 AM |-

= About

17:05+ arll LTE -

= About

Digital token is registered an this device Digital token s registered on this device

Change Token PIN Change Token PIN

houch o Ol |~ O

App Version 2.8 App ersion
V-Tap Wersion
V-Tap Version 4.0.1.9
Firmware Version
Firmware Version 4.0.1.9
Token Serial
i QL7E34E6ES
Token Serial J ol Phone Model
Phone Model iPhone & 05 Version

0S Version 10.3.3 Troubleshooting ID 532 6

Troubleshooting 1D 74DAEECFAB15F15E1E63E
FE2T1C77CE331D30A73

IDEAL Digital Token is registered to this

device
IDEAL
19:36 7 2T -
= BARs
E IS M EIE SRl ]
BB
H% IDIIE(Face D) O
= BARS
BRI B S ST 23
BREHEBE V-Tap B 45.0.0
IEAREREIDEE (Touch ID) [ @ Firmware BRzs 4.0
o REBTERESEN RL3DADAC64
—— Phone 5% Phone XS Max
oA 0s A
BRI TS 194C6EE3 EAFRARER 5329390A36EA
Phone #J8%
0S A
HIBEE 1184607AC63B7F4CFD78ADSB
R BB ETRE
RATHIPBE I
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4  Transfer IDEAL Digital Token to different device / #% IDEAL #iSARISRER I HMIEE

If you wish to transfer IDEAL Digital Token to different device, you can follow below steps:
IDEAL

1. Login to IDEAL Mobile App using your IDEAL login credentials from the device you wish to transfer to
ERMTEEREN IDEAL BBEHRINEMEE - (REEE A IDEAL FHERER

£ DBS IDEAL™
H ZDBS IDEAL™
KGTSA
BONNIELA! HKGTSA
TONY

LOGIN
e e
> First time using IDEAL > NEED HELP? _ token registered on another mEEﬁM%ﬁ;EWHEE‘

device

> REMM? Do you wish to deregister the existing

digital token and transfer it to this
device?

B E B IR A LS RS R RS
SLERE 7

2 &
No
Enjoyan additional layer of protection using Apple’s face
10 foatee . Yow e facad and BERIOFAL 0s L

QIWIEIR|TIY|ULI]O|P

A|S|D|FIGIH]JI]K]|L

S ZXCVBNM.

el o e e

Login using your existing Organization ID, User ID and You will be asked if you would like to deregister the digital token that
Login PIN and Tap on Login registered on another device and transfer to this device

ZA =1

2. After successfully login to IDEAL Mobile App, go to About page and tap on Transfer Digital Token

No Service & 6:41PM M * 15:50
. v Tap on the Sandwich Menu (=)
B DBS IDEAL 88 DBS IDEAL to reveal other functions
I TOOLS & INSIGHTS I TREHHR
DBS Business Class BB DHERAIEEIE = IBREMIHAEE
@ GET HELP DBS B EMR
FAQs O WmEHL
Features and Benefits BREE
Terms and Caonditions INBERIFR
Security Tips &R 4RRY
@& settings RER’R
Set Default Company ® nE
Costomize Dashbonrd —— Tap on About to access IDEAL Digital
vstomize Sashhoar Token registration and transfer menu
About ()
r [ IDEAL
V28 V2.12
Logout [3 BH[E
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eesse csl. 4G 10:44 AM @ 85% WD @ App Store essee LTE 16:58 [CEETTY
= About = Ll Tap on Transfer Digital Token
I Transfer Digital Token I R HRSE —
BRRRREES
WA 25.1
App Version 2.5
V-Tap Kz 4.0.1.0
V-Tap Version 4.0.1.0
Firmware KR7 4.01.0
Firmwvare Version 4.0.1.0
REEE SRR
Token Serial A4CCEFDETC
Phone H87 iPhone 7 Plus
Phone Model iPhone 7 05 M 102
OS Version 1011 HEESEE 1184607 ACH3B7FACFDTSADSEB

BEO7EE

Troubleshooting ID DABB5S38BE73BC37FE141
478B6DB226AB5F06C458

Submit Troubleshooting Logs

3. The transfer process will deregister the IDEAL Digital Token from your other device

B EEG AR EEEMEKERN IDEAL BB RISE

8 App Store T 6:08 PM ® ) - ASME = 16:58 @ 7 95% )+
Deregister & Transfer E3ihinEce

Register your device using any one of the BEL TR RS BT
following methads:

BABNREAER (—REEEE Tap on the Arrow button to
trigger Email and SMS OTP

OTP via both Email and SMS
OTP wiill be sent to your

—RERET ZEH
carssesnsi@des com)
1. Email (b*******i@d*s.com) 2 T K000 48)

2. Phone (XXX--XXXX9314) E rﬁ_l

2 3
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You will be prompted to verify your identity by receiving Email OTP and SMS OTP

RiGE

BREWER —RERATRMF RN —REAZBRECNSZH

Email OTP /| EH—RERAZEW
@ Ao Store = 5:00 P R SMC HK LTE 10:40 ® 7
£ Deregister & Transfer < EESHITTE eal Rec or Bonnie Po Shan LAT
% rREEE e: DBS IDEAL Soft Token Provision Request OTP

@ craior © swisor

GiALL <3du-> BAEY 6 i T—

IEEEEE desresssristin@d*s.com

Enter the € digit OTP starting with <3UNt-=> sent,
to b*******i@d*s.com I

BT I XERESE)

ERER - BE

Dear BONNIELAI

Welcome to DBS IDEAL™!

You are setting up a new digital token for your IDEAL account. Please contact us if it is not a
authorized transaction.

Use this One Time Password(OTP): 3UNt-984938 to proceed.

This One Time Password will be valid for 300 seconds until: 201801151813 (GMT+8:00)
Should you have any queries regarding IDEAL, please do not hesitate to contact your in-cout
BusinessCare.

Sincerely,

Global Transaction Services
DBS Bank Ltd

3 OTP sent via Email /| EH—RER R

Enter the OTP sent to your registered email address
with the bank and tap on Submit

Note: You are required to submit IDEAL Maintenance
form to change the registered email address

<DBS IDEAL>

You are setting up a new digital token for
your IDEAL account. Please contact us if it is

Resend OTP
984 938
1 2 1 2
4 5 6 4 5
7 8 9 7 8
PQRS Tuv WXYZ PQRS Tuv WXYZ
0 &l 0 <)
SMS OTP / FHIEM —RER R
8888 SMC HK LTE 10:41 & 7% 87% EE
@ App Store = 6:09 PM @ ) - < Hiﬁjﬂ@ﬁg
< Deregister & Transfer
@ e {"ﬂ =A%
&
(1] @ svsor

AL <9RWG-> Ribhf 6 f T—XZEEH - 2
HAIEHIEE XXX-XXXX4148

Enter the 6 digit OTP starting with <cDhg-> sent

unauthorized. To proceed, use this code
cDhg-378243.

o XXX-XXXX9314 BE | RERBR
Resend OTP
378 243 OTP sent via SMS / FHEH—REAER
Enter the OTP sent via SMS to your registered mobile
number with the bank and tap on Submit

1 2 3 1 ] 3

4 5 6 4 6 S

GHI KL MNO SHI KL MNG hEE&

7 8 9 7 8 9

0 P 0 @ Note: You are required to submit IDEAL Maintenance form

to change the registered number.

IDEAL
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Linking device as IDEAL Digital Token / #§:& B3#1E% IDEAL EIE4RIG3

B Aop Store F 6:09 PM

Token successfully transferred

©

Your digital token is successfully transferred to
this device. You will no longer be able to use the
digital token on your old device.

Continue

seme SMC HK LUTE 10:41 @ 7 4 A7 .
Deregister & Transfer EEEHUIERTS
We are linking your digital token to this FREERBREER BEAlEES
device
Checking Device... tHES.,
@ App Store & 6:09 PM @ - eevel SMC HK LTE 10:42 @ 7 5 87% >
Deregister & Transfer FHEHIEE
fLit i)

©

ERNBRHEEGREATIILESR  REEENY
RIS RR

Linking Device as IDEAL Digital
Token (Automatic Process)

IDEAL

Successfully
transferred token
and tap on
Continue / Done

HitE/5Er

*After successful token transfer, a confirmation email & SMS will be sent to user’s registered email account & mobile

number
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6. After successfully transferred IDEAL Digital Token to your device, you need to setup PIN Lock.

FLINEET8 IDEAL BIIE4RIERS1E -

No Service & 6:39 PM

Secure your digital token

Use a PIN lock to secure your digital

TR

000
8§8 Use Pin Lock

M5+ ol T -

Secure your digital token

Use a PIN lock to secure your
o

Simplify your login by using your
fingerprint everytime the digital token is

used
ﬁﬁﬁ Use Touch ID ()

The PIN lock will be used when Touch ID
encounters a problem

% Use Pin Lock

Simplify your login by using your Face
everytime the digital token is used

:'y: Use Face ID C

The PIN lock will be used when Face ID
encounters a problem

Continue

BREREERABBHE -

RECOBISRISE

13:56 7 o -

FRECH BB RIER

1F R BRI E AR B BRI 2R

QOO
QOO

&3 {ERERTENE

ERREHTRRECNBIBSES

% ERBBiE

ERBLCRREEN S  MEEARRE

2 sssopmss douch ) @O

BRI R | EIECUIINEE (Touch ID)
SREREESER

FEREARESRERENS M - MtEABR

v 328 @ IDT)8E(Face ID)
EMISER RS IDFace 1) WAER
IRFEFER

Enable this button if you want to use Touch ID (iOS/Android) or Face ID (iOS) and Tap on Continue

Touch ID

iOS / Android

Face ID i0OS

HE

7. Setting up your IDEAL Digital Token PIN Lock / 28 IDEAL E{iS4RIS309 258 E

No Service 7

<

6:40 PM

Secure your digital token

sesee csl. 4G 12:35 PM @ B5% W

< Secure your digital token

6:40 PM 4 -

No Service 7

< Secure your digital token

®ésee cs|. 4G 12:35 PM

< Secure your digital token

@ B5% W)

Enter PIN to secure your Digital Token

OO0 OO0

OI0l0

OI0I0IO
HOIOIO

Continue

Enter PIN to secure your Digital Token

o0 e 08O

OO0
Q00O
8 ()

Continue

PIN accepted
Enter PIN again to confirm

000 o000

OI0l0
Ol0I00,
HOIOIO

Continue

PIN accepted
PIN matched
o0 e o000

OI0IO

ololole
¥olole

Continue

Enter 6-digits PIN Lock, tap on Continue then enter again to confirm
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BSIMF =

@ 7 67% W) =gy £ B 18:08

@ 7 67%m) BSME T

@ ¥ 67% ™ mSiM £ 7

< IRE R BB RIS (RERH RIS 4TSS REEEBISHRIBES < RSB REE2S
MABBRREOOBIBRISE HATIERREEBIEEIES Bt TSR
BV INA BIBER

Q0 Qe a0

Q00O

OO0/
OO0

Q00
OO

o0 e o000

HOIO]

OI0IO
OlO0O

@006 000

HOIOIO

Q00
Q000

OO0

»

HafE

11. Receive confirmation on PIN lock setup / EUI IS 84 ERVTERR

No Service & 6:40 PM } -

Secure your digital token

Digital token successfully secured

©

Your digital token is now secure and
ready to be used!

+ You have set a PIN lock
+/ You have enabled Touch ID

v You have completed user verification

You may proceed to login into IDEAL to
access your account.

Continue to IDEAL dashboard

M5+ wll T -

Secure your digital token

----- SMCHK LTE 10:47

TRAETRIBES RIS

[CEERT ]

13:67 9 T .-

TRERRI B IR ARS S

Digital token successfully secured

©

Your digital token is now secure and
ready to be used!

v You have set a PIN lock
v You have enabled Face ID

Done

ERIh R MG RG2S

)

B89 BEEIRESAE EEIURE - TAFAE
fEFE!

v BEREBRERE
v/ GEBEIEEHEINAE (Touch ID)

PIN Lock successfully setup and tap on Continue to IDEAL dashboard / Done

HE/Tm

ERIIRERIG RIS

O

fBH) BESHRIRE EXEIRE - LHATLR
a{Em!

v EERERIEE
v {EERA BE ID(Face ID)
v BREAPHE

HRPIITENE A IDEAL 49 HIREARRTS

IDEALRIFEREE
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12. You will be prompted with Intuitive Guide with coach marks and landing on Dashboard page

FEBRANCHEEREREETENEERE

18:08 @ 9 67% .

il olitiaes R EARFRP

£ A8
et ol
N

e e
J0ilk. PAHENT

Tap on Got it
I
T
Mo Service ¥ &40 PM - BSIMF > 13:08 & 7. 67580
=  [DBSIDEAL" & =  ®DBSIDEAL" gf
Last Login BEEN: 2R, 14812520184, 18:08
IDEAL 3.0
21 Approvals Pending
8 RIS IEH
Cheque Status Search
BB TR
Make Single Funds Transfer = Arrive Dashboard page with 2FA
Accounts Cheques ¥ wed Doposit ) completed (all account details will be
. o ; ; i
7811 HKD displayed without masking)
Avallatie 149.43 7811 - HKD —
7811 - HKD FIRSER 313.15
fralabie 73.62 7811 - HKD
THEO - HKD o] 76.71
Available 39.46
— 7880 - HKD
7880 - HKD AR 58.16
Avvailalble 5.00
1900 v 7880 - HKD
- B kR
Avvailsble 22.21 g 2.10
- ey 8317 HKD
Avvailabile 4.26 FIRE 0.22
8317 HKD
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13. You have successfully provisioned/registered IDEAL Digital Token to your device and you can immediately
use your IDEAL Digital Token for Login authentication or Approving transactions (depending on your user

role)

REMINRERERBEE/FIM IDEAL BiS4RISE: - WM LIIIENER IDEAL BSMmIS=:ETEARENRERS

(BURRIERIAPRRRE )

No Service ¥ 10:19 AM -

= About

Digital token is registered an this device

Change Token PIN

17:05+ il LTE -

= About

Digital token is registered on this device

Change Token PIN

Touch ID " @

Face ID (/‘

App Version 2.8
V-Tap Version 4.0.1.9
Firmware Version 4.0.1.9
Token Serial QL7E34E6ES
Phone Model iPhone 6
05 Version 10.3.3

Troubleshooting ID 74D4EECFABTSFISET1EG3B
FE2T1C77CE331D30A73

Submit Troubleshooting Logs

App Version
VTap Version
Firmware Version
Token Serial
Phone Madel

05 Version

Troubleshooting Il 5325390A36E

Submit Troubleshooting Logs

HSIME = 18:08 @ 9 67% -

= BARS

19:36 7 >

n
=
s

ERINSBES R B AT E R

BUURIB TS

[SoAnet L EtE ot Rl iy i

B BTS2 S

% IDINAE(Face ID) C

IDEAL Digital Token is registered to this
device

IDEAL

$EARSRINEE (Touch ID) ()

V-Tap KA

Firmware RS

REBIEHELE S B )L494COEE3
Phone B!5§

0S RRA

WS 1184607AC63B7FACFD7SADSBB

PR PFCERE

V-Tap R4S 4.5.0.0
Firmware A4

REERIBHE SRR RL3DADAC64
Phone Z18% Phone XS Max
OS kA<

HPE4RSE 5329

RSO EE
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Use IDEAL Digital Token as Stand-Alone Soft Token / {£F IDEAL EiS4RiS2:ER IR ZHRISHE

You can use your IDEAL Digital Token as stand-alone soft token to login to IDEAL Desktop/Laptop version.

IDEAL IDEAL
1. To generate Security Access Code (token code) for login purpose, you can open IDEAL Mobile App and
choose <IDEAL Digital Token> as seen below
FRBEANRZRE (4RiISRAEE ) - MLITH IDEAL FHRERRERIMEZFE<IDEAL BBHEIHEZE> - TR
Note: Below opening screen of IDEAL Mobile App will only appear if IDEAL Digital Token has been provisioned/
reqgistered to the device.
IDEAL / IDEAL .
No Service T 6:56 PM LW | eeves SMC HK LTE 10:58 @ 74 84w
23 DBS IDEAL™
8 DBS IDEAL™
M) DEAL Mobile Banking Login
Login to your IDEAL mobile banking >
to access your accounts
IDEAL Digital Token Tap on IDEAL Digital Token
o= g;iia?trg:‘zoieiz);iiogq DROPPINE, = (FRSERER
G\ IDEAL L IBHAYS (AEH) 5 > (RS RIS 2s
> First time using IDEAL > NEED HELP? = L
> WENME?
Stay vigilant and keep yourself up to date with the latest
SR Gt Y Voltod o BeE R et oy BROEAL MBI apoc QSR Avo(ER) - s
Explore > FbRSRRE B R R EENIRTIRG - TR >
Account

Tap on Login to your IDEAL account to generate Security Access Code for IDEAL Desktop/Laptop login
RS AREBEA IDEAL M LIBMARTS ( REMR ) - A IDEAL REREAZRIIREZRIS

No Service & 3:58 PM | eess SMCHK LTE 11:08 CEEEET 1
( w 12:06 A i T ortum < IDEAL Digital Token < fem BBt
IDEAL Digital Token < EERESES
Login to your IDEAL account G - BADEAL 1.LIMHES (SEH)
3 {BMLL F4IEEATED IDEAL (REIREE
Login to your IDEAL account N (0 - BAIDEAL 4L TR ARRE (S EHE) S Use this as your IDEAL Security Access Code
Get Security Access Code FEERTARES
Approve transactions BE - EERS _
Ggr?erate Response for transaction approval in -~ > RIS DARIRRRNE DEAL T8 > 5 6 7 4 2 3 7 7 2 9 2 9 6 0 8 5
IDEAL
IDEAL
Tap on here to -
generate Security 3 28
Access Code
IDEAL The Security Code
Access for login
The code will be aulgm:l;ﬁ!;ﬁ;egeﬂemed after the S TR B 4 B B )
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3. Tap on <Approve transactions>to generate response for transaction approval in IDEAL
BEB<RHERS>UE IDEALFRBURGEENZZ RS

- enaiSMC HK LTE 114 @ 73 g2
eeese sl 4G 12:06 AM @ 57%
< IDEAL Digital Token < BRI
82 - B AIDEAL # HIREFARES (SERR) N
Login to your IDEAL account N HIRRZEE
Get Security Access Code
B2 - BRLs N
Approve transactions I BRI DEAL 3258
Generate Response for transaction approval in = >
IDEAL
Tap on here to generate Response Code
for transaction’s Challenge Code

< {EFRMERIGEE
< IDEAL Digital Token
B2 - B NIDEAL {8 EIBRTERTE (R ERR) 5
ERRERE
Login to your IDEAL account N
Get Secunity Access Code
Be - BETS )
ENZHFIRNIRE DEAL 25
Approve transactions
Generate Response for transaction approval >
in IDEAL
=h
Touch ID for “DBS IDEAL" LG
Use your fingerprint to use Digital = DBS IDEAL) f£F)
Token Touch ID
RS R ARG B Face ID Face ID
Cancel s

o
o

Android

Use Touch ID (i0S/Android) / Face ID or tap Cancel to enter
PIN Lock
Touch ID X

Touch ID iOS/Android /FacelD i0OS

Use your fingerprint to use Digital
Token
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4. After successful authentication, enter the Challenge Code displayed on desktop/laptop screen

No Service & 4:56 PM

essss SMC HK LTE 11:18 O] 1)
< IDEAL Digital Token < 1 PR A B 4R G 23
Approve transactions BE - 1BHERS

Enter the challenge displayed on your desktop /
laptop

Generate Response

WAEERRER LT eGSR

AN B iRt

1 A%C D?F ‘I 2 3
4 > 5 4 5 6
7 8 9 7 8
PQRS Tuv WXYZ PQRS TUV WXYZ
0 @ 0 @

Approve

@ Enter this Challenge to your Dugital Token or Security Device

@ Enter Response

Enter the Challenge Code
displayed and select “Digital
Token” on desktop/laptop screen

%M

() BAEEEEE) SrREE SRS aEs

1067 3202

5. Generate Response Code to approve transaction / EIEZR SR (EIRER S

No Service 4:56 PM 3 - No Service & 4:56 PM 4 - eesee SHC HK LTE 11:20 [ E]
esss SMC HK LTE 1:20 @ 7 4 8% -
< IDEAL Digital Token < SRS < IDEAL Digital Token < fER#GREEE
Approve transactions BE BT E Approve transactions R - RERS
Enter the challenge displayed on your desktop / WAEBEFS LBt Enter the challenge displayed on your desktop / BAEBERER LT RN
laptop laptop
3984 9605 7952 9891 3984 9605 7952 9891
Response Generated LZIRIE
Enter this response on your desktop / laptop WAL T e IDEA!‘I%%%A%EESEE CHERD B35

Tap here to Use the Response

generate the Code to approve

Response Code transaction in IDEAL IDEAL

Desktop/Lapton
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Login and Approve Transaction from IDEAL Mobile App / E§f IDEAL FiEREXIZERZS

After your device has been provisioned/registered with IDEAL Digital Token, you can login and approve transactions
seamlessly with IDEAL Mobile App.

IDEAL / IDEAL

No more hassle to enter the Security Access Code manually.

1. Open your IDEAL Mobile App and choose <IDEAL Mobile Banking Login>

IDEAL < IDEAL >
No Service ¥ 6:56 PM - ®esee SMC HK LTE 10:58 ® 7 4 a4y
£ DBS IDEAL™ N
EIDBS IDEAL
. IDEAL Mobile Banking Login Tap on IDEAL Mobile Banking Login

I
<ois RSN N
BRERRRE SR > E A IDEAL ENIERA

@ | IDEAL Digital Token

._\!Q' Use digital token to login or approve >
sl transactions in IDEAL = (FEWIERIES

TEEA IDEAL #E L3RR IRTS (REWR) R >
" ERHEEMA

> First time using IDEAL > NEED HELP?
> REMH7?
Stay vigilant and keep yourself up to date with the latest
security alerts by visiting our website http/Avww.dbs.com/ y
security ERIDEALREIEN F 7] {#£Apple i0S R Android /S (EF - %
Explore > FEitERRRE B R EENIRITIREE - TR >

2. Login to IDEAL Mobile App using your IDEAL login credentials
EREIRAMNDEALEARBEADEALFHERAER

No Service & 10:19 AM D | eesee SMC HK LTE 1:23 @ 7§ g1% -
St £ DBS IDEAL™
HKGTSA
HKGTSA
BONNIELAI
eessee TONY
esesee Tap on Login
—_
> First time using IDEAL > NEED HELP? EA
> BEMY?

If you have forgotten your login PIN, you can reset it
INSTANTLY with a One Time Password (OTP) that will be

1 2 3

If you are not able to use digital token on your iPhone, please

ABC DEF 1 A%C D%F
4 5 6 4 5 6
7 8 9 7 8 9
PQRS | Tuv wWXYZ PQRS TUV WXYZ
0 a) 0 )
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3. After successful login, you will be landing on Dashboard page with 2FA completed
HINEAE - NERE  TESEATETTRESHE

£ = 15:50 @
Authentication take
place at background
Authenticating Device
‘Validating access.
No Sarvice & &40 P - B Sl
= E3DBS IDEAL™ &l E3DBS IDEAL & You will be login to IDEAL Mobile as if
[ oesooucowr ] B5DEAL COF you enter your Security Access code
Larst Login: WMEEN: BHAA,1481252018%, 18:08 . .
. IDEAL 3.0 for authentication
21 Approvals Pending
8 1B s || —
Cheque Status Search
BB XTRE IDEAL
Make Single Funds Transfer
fMarounts  Cheques  Payments  Fised Doposits Lo > iR
7811 - HKD FO X¥® iR ERER
peallapte 149.43 7811 - HKD
781 -HKD s 313.15
fralatie 73.62 7811 - HKD
TBEO - HED B 76.71
Available
3948 7880 -HKD
7880 -HKD ——— —
ovailable 6.00
4900 -CNY ;?;:t% <N
Hvailable 22.21 2.10
— “CNY 8317 -HKD
Available 426 B 0.22
8317 -HKD
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4. To approve transaction(s), open Approval screen at IDEAL Mobile App

seesscsl. 4G 9:35 AM 959 -
= Approvals &
CAUCORP 1
Cash (1)  Files {0)
1 Transaction(s) Selected P(g) @
ect Approve
06-Jan-2017
~/| Account Transfer 10.00 HKD
Ref EBACT70106722067
A\ Txn. Hash 267854 >

Pay to DBS-IDEAL MACAU CORP 2
From 20000212768 - HKD

Select transaction(s)
you wish to approve

eemee SMC HK LTE 15:56 @ 7§ SEu
= 2 G
HEEE (26 WE)
| EiEE 1 FER ® ©
i L
118-01H-2017%F
0.01 HKD
11 483475 > ;
= DBSJDEAL CORP 1 Confirm Approval 3
i 781143618 - HKD
Please use your Security Token and submit the
Response to Approve the following 1
0.01 HKD transaction(s)
> 1 Transaction 10.00 - HKD
Approve
09H-01H-20175
DEIM R 0.01 HKD
DigitalTokenlV3
'y 120855 >
DBS-IDEAL CORP 1
i 781143618 - HKD
23H-12H-2016%
UEH 5.00 HKD
EBLVTE1222908637
876405 >
= (4)

il 781143618 - HKD

Tap on Approve to
approve the selected
transaction(s)

MR IRE X
SRR TR e A% B RS
BT 1B

158 0.01-HKD

R

5. Approve transaction(s) by Touch ID (iOS/Android) or Face ID (iOS) via IDEAL Mobile App

IDEAL

i0S

Tesuch WD dor “DES IDEAL™
b e Pt 1 bk [t
Tk

Cancl

Touch ID iOS/ Android Face ID i0OS

Android

Touch ID

o

Use your fingerprint to use Digital

Token

Touch ID

Fingerpring recognized

Use your fingerprint 10 use Digita
Token

Cancel

Use Touch ID (i0S/Android), Face ID (iOS) or tap on Cancel to use PIN to approve

Touch ID

iOS / Android /Face ID iOS

Note: Device that do not support Touch ID (i0S/Android) or Face ID (i0S), PIN lock code is used to approve

transaction(s).
Touch ID

iOS / Android

Face ID i0OS
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6. Confirm transaction approval / IR R 5 EH#
Without m-challenge / R Zm-challenge

i0S Android

Confirm Approval...

Confirm Approval

Approving Transactions
—_—

v Response Fetched
v Response Verified

v Approving Transactions

Select transaction(s) you wish to approve

Approval Successful RIniSkE Tap on Done to complete approval
(D ietwing T rameatony o e e (D ETEmmET AL == 5
135 0.01 - HKD A

1 Transaction 10.00 - HKD
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With m-challenge / &8%m-challenge

O]

Confirm Approval X Confirm Approval X

Enter the 8 digit Challenge starting with <mJrf-> Enter the 8 digit Challenge starting with <mJrf->
sent to your registered mobile number ending with sent to your registered mobile number ending with
5986 5986

Confirm Approval...

5000 00O0OQ0 8069 6524 Approval Successful

@ You have successfully Approved the

Approve Approve Approving Transactions following 1 transaction(s):
APProving ansaction:
o g 1 Transaction 10.00 - HKD

Done

Tap on Approve after enter Challenge code and tap on Done upon successful approval.

R x Righ x

WARRECNFRBENES (RENREAL WABRBRECNTRBEME (RENORESA
uKrs-) MBS FREKETE (FEA <5986>) uKrs-) (BB FRAM TS (FEA <5986>) «

HEaRIRAE. .
7640 2175 BRI HE

(©) mFEmmEEA T RS
1%58 0.01 - HKD

=
7T

Rt

R SeAk
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Android

Confirm Approval x Confirm Approval X

v B B S0t 2 Enter the 8 digit Challenge starting with -

W B 5% Clyerge g win «phop 9 ge g with <pNoj

ST 15 s g o s psn X > sent to your registered mobile number ending
w934 with 9314

Enter Challenge Enter Challenge

- ele] - TeTH

You have successfully Approved the
following 1 transaction{s}

+ Response Fetched

v Response Verified
+ Approving Transactions

Tap on Approve after enter Challenge code and tap on Done upon successful approval

R Sehk
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1)

2)

3)

When will all new IDEAL signups to be issued with digital token as 2-factor authentication (2FA) mode by
default?

IDEAL ¥ AB R OIE#KIEERIDEAL SIS RIS A EREEI?

Effective from 1 January 2019, all new IDEAL signups will be issued with digital token as 2-Factor Authentication
(2FA) Modes by default.

In other words, IDEAL security device (physical token) will no longer be issued to all new IDEAL users (regardless of
whether the new users to be added into a new IDEAL profile or an existing IDEAL profile) unless clearly specified
under Combined Account Opening Form, IDEAL Registration Form or IDEAL Maintenance Form (“the relevant
application forms”).

2019 1 1 IDEAL IDEAL
IDEAL IDEAL (" ") IDEAL
IDEAL ( IDEAL IDEAL )

Is there any charge to use IDEAL digital token?
{£F IDEAL BB 4miSzE S A EQULENT?

No, there is no additional cost to use IDEAL digital token.

IDEAL

How can a new IDEAL user activate his/her IDEAL digital token?
E# IDEAL REREMIRLE) IDEAL EIS4RiS2R?

First of all, new IDEAL users will be able to activate their IDEAL digital token immediately upon receipt of the IDEAL
Welcome Letter from Bank.

Below are the steps for activating IDEAL digital token:

i. Download DBS IDEAL MOBILE App from App Store or Google Play™
. Open the app on your mobile, then swipe the screen and click ‘Start’
iii. Select ‘First time using IDEAL’ and click ‘Get Started’. Then login with the credentials indicated in IDEAL
Welcome Letter (i.e. Organization ID, User ID and One Time Registration Code*)
iv. Receive a One Time Password via your registered Email & SMS for identity verification
V. Set up your preferred IDEAL Login PIN and link your device as IDEAL Digital Token
Vi. Enter a PIN for your digital token to complete the activation
*The registration code is only valid for 180 days.

Once the activation is completed successfully, you can therefore use your IDEAL digital token to generate codes for
Login and Authorization.

You may also refer to the IDEAL Digital Token User Guide Section 2 for details.
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4)

IDEAL
IDEAL
App Store  Google Play™ IDEAL
: IDEAL’ : ’
)
IDEAL IDEAL
180
IDEAL
IDEAL

2% IDEAL BEEMAIELE) IDEAL BIiS4ARISE:?

How can a new IDEAL user activate his/her IDEAL digital token?

IDEAL

Yes. The new IDEAL users can select IDEAL security device (physical token) option under < Choice of 2-Factor
Authentication (2FA) Modes> section of the relevant application forms which will be charged with a HK$250 per token.

IDEAL
HK$250

IDEAL

IDEAL

BT A il B

Transaction Service(s) 2 éwwl
Payment {7 8¢

7Paymi Qe
Collection 47 ¥%

Trade Finance WO MW

Omers &

Dealonine?
Spacial Feawres 1§ BUTIAE

— |

Hiakewcs - "

Acmm Enqury 'Traae E;ury Admnestraior
POER NEEN =
P«oﬁle{s) - Autncrser Grous

Authosser (eg AorSorCelc)

b L

Service(s) & Profile(s) BE# 5 M E

Choice of 2-Factor Authentication (2FA) Modes: B ESE IR ML RE :
Note: If left biank, the default 2FA mode will be the digital token.
W MR GE - SN DEARAARHRUNER NS -

IDEN. digital foken{Secunty
y |vie smetphone) iDEAL W@ mE st
AT W S )

|ipEAL Physical TokenHK$250 per foken)
1 IDEAL SR 185 72 68 68 98 (42 EHKS250)
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5)

6)

7

If  am an existing IDEAL user who is currently using my IDEAL security device (physical token), is it
mandatory to activate the IDEAL digital token on my mobile device on or before 1 January 2019 to continue
using IDEAL service?

EHE—RER IDEAL BREFARGHKMNIRARE - REBWER 2019 F 1 A 1 B ZARFRERE ERETRHN
IDEAL Ri54RtSas - S oJARE(ER IDEAL ARES?

First of all, the IDEAL digital token default setup will only be applied to new IDEAL signups with effect from 1 January
20109.

For existing customers, activating the IDEAL digital token is optional. They are still able to use their existing IDEAL
security device (physical token) for login and/or transaction approval as usual on or after 1 January 2019.

2019 1 1 IDEAL IDEAL

IDEAL 2019 1 1 IDEAL

Any token fee will be charged to existing IDEAL users who are currently using IDEAL security device
(physical token) after the effective date (i.e. 1 January 2019)?

{E£F IDEAL BEERZHEHHENIREREEENEMH (2019 F 1 A 1 B)Z BHRUEEMUE"?

No. However, in case any existing IDEAL users would like to replace a new IDEAL security device (physical token)
after the effective date (i.e. 1 January 2019), a HK$250 will be charged per each token.

(2019 1 1 ) IDEAL
IDEAL HK$250

If my existing IDEAL security device (physical token) runs out of battery, will there be any charge by Bank for
replacing a new physical token?

EHIRAM IDEAL EEFREZHEHEHEHCESRTEFLER - RTFSWBTOTERIS?

In case your existing IDEAL security device (physical token) runs out of battery, you are strongly recommended to
activate your IDEAL digital token on your mobile device for using our IDEAL services with greater convenience and
higher security level. For the steps of activation, please refer to the IDEAL Digital Token User Guide Section 3 for
details.

However, you can still submit us the IDEAL Maintenance Form to replace a new IDEAL security device (physical
token) which will be charged at $250 per token.

IDEAL IDEAL
IDEAL IDEAL

IDEAL IDEAL IDEAL
HK$250
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8) Who are subject to HK$250 token fee for the issuance / replacement of IDEAL security device (physical
token)?

A S R ULEY HK$250 B335 /it IDEAL BRERRZARIBHAIULE?

All IDEAL users who request for IDEAL security device (physical token) issuances or replacements are subject to the
HK$250 token fee (per token), including:
i. Applications from new-to-bank customers who sign up for IDEAL service with IDEAL security device (physical
token) via Combined Account Opening Form
ii. Application from new-to-IDEAL customers who sign up for IDEAL service with IDEAL security device (physical
token) via IDEAL Registration Form
iii. Application from existing IDEAL customers who add new IDEAL user with IDEAL security device (physical
token) via IDEAL Maintenance Form
iv.  Applications from existing IDEAL customers who request replacement of new IDEAL security device (physical
token) via IDEAL Maintenance Form

IDEAL HK$250
i. IDEAL
i. IDEAL IDEAL IDEAL
iii. IDEAL IDEAL IDEAL
iv. IDEAL IDEAL IDEAL

9) If lam an existing IDEAL user and have never activated my IDEAL digital token, what should | do to proceed
the activation?

EHE—RIRE IDEAL AP RIERMENITLAY IDEAL BSARISEE - FBUMAETREN?

You should first download our DBS IDEAL MOBILE App from App Store or Google Play™ for activation. For details,
please refer to the IDEAL Digital Token User Guide Section 3 for details.

App Store  Google Play™ IDEAL IDEAL
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